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ARINC 858 introduction – links with other 

standards
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Standards Groups Relationship to IPS



ARINC specification 858 Part 1 – Airborne IPS System
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Airborne IPS system / « IPS Core » high level view
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ARINC 858 air-ground links interfaces –

security considerations
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ARINC 858 and radio interfaces / VDL2

- At the edge of the Airborne IPS system, interactions with « external » systems are identified , in particular with the radios.

- Radio (physical links) are connected to the Airborne IPS system either directly (if needed via an adaptation function), 

either via an “External Comm Manger” (i.e. when the radio is shared between IPS and other protocol stacks, which is the 

case for VDL).
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ARINC 858 includes:

- The “external Comm manager” component 

high level description (functional)

- High level concept for IPS encapsulation over 

VDL (to be aligned with DLK specification)

- Radio management function / radio interface

- Security considerations for air-ground links



3.3.7 Coordination with an External Communications Management Function 

« External Communication Management» function:

- Manages Communications/radios in particular for links 

shared with other protocols

- Distributes radio link status amongst various users

- Manages Radio modes (e.g Voice Data)

- …
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3.4.2 IPS Accommodation for Non-IP-enabled Radios – VHF Digital Link 

Mode 2
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Basic principles to carry IPv6 packets into AVLC:

- Specific VDL2 enhancements expected, to implement

segmentation/reassembly of IPv6 packets

- Details and protocols to be defined in A631



3.5.3 Radio Management Function 

Radio Management function:

ATN/IPS includes a comprehensive multi-link concept.

This concept aims at improving the overall performance (latency, availability) by combining several links.

To support this concept, it is envisaged that more data are exchanged between the radio and the IPS Airborne system:

- « Link Up » and « Link Down »

- RF signal quality or similar information

It may also include some « control » or tuning capabilities
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5.3.2.4 Air-Ground Link Security Implementation Considerations

Two secure channels need to contribute to the protection of ATN/IPS:

▪ End-to-end secure channel on application layer (end-to-end, DTLS)

▪ Secure channel between ATN/IPS partitions (aircraft, ACSP, CSP, ANSP/AOC)

→ Air-Ground: Radio security (“link layer” from ATN/IPS perspective)

→ Ground-ground security

Drivers for this need are

• Outcomes of the security risk analyses already discussed at ICAO

• Expected DOC 10145 outcomes

• Expected MASPS security requirements

• Security architecture considered for ARINC 858

ARINC 858 identifies two options for securing the “link layer”:

- Implementation at radio system level

(expected for SATCOM, LDACS, and AeroMACS)

- Implementation by the IPS airborne system,

given that proper segregation is implemented to

demonstrate the equivalent protection



ATN/IPS security
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ATN/IPS standards overall roadmap
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