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Standards Groups Relationship to IPS

Existing applications use underlying IPS services — existing interfaces should not be impacted.

ﬂCAo Communications Panel WG-| T\ /"RTCA SC-223 / EUROCAE WG-108 N\
ATN/IPS. : IPS . IPS PKI IPS
: G'°baL! lf}ter- - Technical | : Policy Profiles | : ATN/IPS
operabllity i Manual : : : « IPS Profiles
* Dialogue Service @ ] E
. ] F ] * Performance
adaptation . ] : .
« Ground . ICAO i ICAO DO-379 : requirements
\ accommodation : Doc. 9896 : Doc. 10095 e : )
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ARINC specification 858 Part 1 — Airborne IPS System

ARINC Specification 858 Part 1 — Airborne IPS System

Introductory and 1.0 Introduction

Context-setting
Material 2.0 Overall IPS System Architecture

Airborne IPS System Specification ‘
3.0 Airborne IPS System Architecture

4.0 Airborne IPS System Security

Airborne IPS System Guidance Material

5.0 Implementation Options

6.0 Application Data Considerations

Attach 3 — ACARS to IPS DS Convergence Function Appendix A — ATNPKT Examples
Attach 4 — IPS Security Event Log Format Appendix B — IPS Protocol Build-up

Supporting Attach 1 - Acronyms
Material Attach 2 — Glossary
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Airborne IPS system / « IPS Core » high level view
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ARINC 858 and radio interfaces / VDL?2

- At the edge of the Airborne IPS system, interactions with « external » systems are identified , in particular with the radios.

- Radio (physical links) are connected to the Airborne IPS system either directly (if needed via an adaptation function),
either via an “External Comm Manger” (i.e. when the radio is shared between IPS and other protocol stacks, which is the
case for VDL).

____________

Note: The AOC, FANS-1/A, and B1/B2 applications may be hosted in the ¢ Native IP !
ARINC 758-based avionics (as shown) OR in another avionics system. 1 Applications

____________

Federated ARINC 758-based Avionics |
AB22 FANS-1/A B1 (cm.croLe) /

ARINC 858 includes: |

| ACC | and A623 ATS B2 (m.croLe, s o) | |
The “external Comm manager” component t t t !
high level description (functional) Jps |

v I
IPS DS I

Network Stack and
Supporting Functions

End-to-end security

Aircraft
Systems

Data
i

Airborne
IPS

System

External
Comm
Manager

Datalink security

- High level concept for IPS encapsulation over
VDL (to be aligned with DLK specification)

= ARINC 631

' IPS-over-AVLC

4
- . . - andal Ad29
- Radio management function / radio interface === o pssums (SATOM
=Ry
= Stegrzg:;eldtLli?k L ] Flow segregation is
- Security considerations for air-ground links == «— momeunyen.  [[TVOR sarcom | oicorty * oint 423 ks
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3.3.7 Coordination with an External Communications Management Function

« External Communication Management» function:

- Manages Communications/radios in particular for links

shared with other protocols

Distributes radio link status amongst various users

Manages Radio modes (e.g Voice Data)

For dual-stacked avionics implementations that support both ACARS and IPS
stacks, an External Communications Management Function (CMF) may be
necessary for coordinating parallel operation of IP5 and ACARS network protocols.
For example, the External CMF provides a means for IPS and ACARS
communication managers to negotiate and manage access to shared air-ground
access network assets (e.g., VDLMZ2 radios) that are used for both IPS and ACARS
communications. For example, the External CMF ensures that FANS-1/A application
traffic being sent via IPS over VDLM2 takes precedence over lower priority AOC
traffic being sent via ACARS over a shared VHF data radio. In addition, the External
CMF provides the IPS Communications Manager with access to functions that may
be provided by an existing ACARS communications manager, including but not
limited to:

* Link management for cases where that function is not embedded in the radio
itself (e.g., AVLC for VDLMZ2)

+ Radio status for cases where the existing communications manager provides
the primary interface to a radio, (e.g., VDR)

s Qverall connectivity status (1.e., COMM, NOCOMM) that is reported to end
users of the airborne communication systems

¢ Radio voice/data mode switching (e.g., VDR).
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3.4.2
Mode 2

Basic principles to carry IPv6 packets into AVLC:

- Specific VDL2 enhancements expected, to implement
segmentation/reassembly of IPv6 packets

- Details and protocols to be defined in A631

IPS Accommodation for Non-IP-enabled Radios — VHF Digital Link

Application | L7 B1/B2 7 | Bt/B2 [AcARs(EMNSACO]
Presentation ACARS Applications | Lg Presentation L6 | Adaptation Convergence Eifv)|
--| ARINC 620/622/623 -~-- - Applications |- -
Session L5 Session s IPS DS (ATNPKT) -
Transport - L4 Transport L4 UDP UDP or TCP
Air-Ground ~ f--== nt work -=-= Pve ==
Network Protocol L3 |frmsseemimeaiane] L3
. ARINC 618 ] SNAcP(sos208) . IPS-over-AVLC
Datalin 4 LME [ DLS (AVLC) | L, i ME [ DLs (AVLC) | L LME | DLS (AVLC)
atalin 1 mMAC(CSMA) || i MAC (CSMA) MAC (CSMA)
Physical I D8PSK (31.8 kbps) [ L1 i| DBPSK (31.8 kbps) || L1 D8PSK (31.8 kbps)

I A858P1 Standard [ Other IPS Standard

ARINC 631

ACARS-over-VDLM2

% ICAODoc.9776 /ARINCB31 }

[ Other non-IPS Standard

OSl-over-VDLM2

[ Future

ICAQ Doc. 9776 / ARINC 631

IPS-over-VDLM2

ARINC Specification 631 (Supplement 9 and later) is expected to include the
VDLMZ2-specific enhancements necessary to support IPS-over-AVLC, including
provisions for link layer security and segmentation/reassembly of IPv6 packets that
are exchanged over VDLM2 using AVLC frames. Segmentation iIs necessary since
the 238-byte maximum size of an AVLC frame information field (i.e., between the
header and trailer) is smaller than the minimum Layer 2 MTU size of 1280 bytes per
the IPS Profiles (RTCA DO-379 and EUROCAE ED-262).

Bytes

Header Trailer
Link Information Field Frame
Flag| Address Control Check Flag
1 8 1 | n (238 byes maximum) ) 2 1
| 1
ACARS IPI | EIPI
(AOA packet) oer)oFr ~ ACARS block
Bytes | 1 1 n-2 1
1 1
ATN/OSI 8208
(8208 packet) Header CLNP PDU
Bytes | 3 n-3 1
ATN/IPS IPS-over-AVLC|  IPv6 Packet
(IPv6 packet) Header fragmented, as required
Bytes m n-m
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3.5.3 Radio Management Function

Radio Management function:

ATN/IPS includes a comprehensive multi-link concept.

This concept aims at improving the overall performance (latency, availability) by combining several links.

To support this concept, it is envisaged that more data are exchanged between the radio and the IPS Airborne system:

-« Link Up » and « Link Down »
- RF signal quality or similar information

It may also include some « control » or tuning capabilities

The Radio Management function monitors the state of all datalinks (e.g., via status
reports from the Airborne Radios) and the health of the Airborne Radios (i.e., it
verifies that no reception of status changes of the datalinks is not caused by a non-
operative radio). The Radio Management function conveys radio status to the IP5
Communications Management and Health Management functions.

For each installed IPS-capable Airborne Radio, the Radio Management function
shall monitor the availability of air-ground communication, i.e., “Link Up” and “Link
Down” events (or equivalent), and report to the Multilink Decision Engine function
(described in Section 3.3.6.1). Additionally, the Radio Management function may
monitor other parameters (e.g., RF signal quality) that are made available by the
Airborne Radio, and it may also provide control (e.g., radio tuning) for some
Airborne Radios (e.g., VDR). Status and control capabilities are specific to each air-
ground access network and are defined in the respective radio-specific standards.
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5.3.2.4 Air-Ground Link Security Implementation Considerations

ANSP/AOC CSspP ACSP Aircraft
Allocation Allocation Allocation Allocation

Two secure channels need to contribute to the protection of ATN/IPS:

» End-to-end secure channel on application layer (end-to-end, DTLS)

= Secure channel between ATN/IPS partitions (aircraft, ACSP, CSP, ANSP/AOC)
- Air-Ground: Radio security (“link layer” from ATN/IPS perspective)
- Ground-ground security

ANSP/ACC 1R CspP BR ACSP HEER Aircraft

@=====@ Secure communication channel

Drivers for this need are
« Outcomes of the security risk analyses already discussed at ICAO
* Expected DOC 10145 outcomes

: EXpeCted MASPS security requirements Since the communication radios connect to local airborne networks in the aircraft

» Security architecture considered for ARINC 858 control domain, the security architecture presented in Section 4.0 shows that the
Airborne Radio systems represent the first point of entry for an external threat to the
aircraft. Consequently, a secure channel between the Airborne Radio systems and
ARINC 858 identifies two options for securing the “link layer”: | the peer radio access endpoints on the ground is necessary to ensure

- Implementation at radio system level authentication and integrity of air-ground message exchanges in support of an

overall defense-in-depth security strategy.
(expected for SATCOM, LDACS, and AeroMACYS)
- Implementation by the IPS airborne system, _ _
 5Secure the radio system itself,

given that proper segregatlon IS |mplemented to  Ensure that all radio traffic is protected by security measures hosted by the
demonstrate the equivalent protection Airborne IPS System.

Two approaches to| protecting the air-ground communications can be envisaged:
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ATN/IPS security
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ATNI/IPS A/G Standardization Roadmap (rev. 2021-05-14)

AEEC IPS

AEEC DLK

STANDARD

ARINC 658

ARINC 858

ARINC 6319

IPS Roadmap

IPS Specification

Part 1 - Airbome IPS Systom

Includes ongoing IS
Roadmap maintenance

Part 2 — IPS Gateway A-G Intarop

COMMENTS

AFIM 15-004 {complete)
APIM 150044 (complete)
APIM 15-004B (in-progress)

APIM 17-D02B
(in-progress)

RTCA SC-214/
EUROCAE WG-92

DO-224E

DO-2810 / ED-92D

Final decision on link security to be
driven by Security Risk Assessment
VDLinZ MOPS

TOR W13, 972020

TOR W13, 92020

RTCA SC-223/
EUROCAE WG-108

DO-379 / ED-262 IPS Profiles

DO-xxx | ED-yyy

IPS Profiles Rev A.

M:ﬂ

TOR V8, 1202020

TOR Ve, 1202020

RTCA SC-228

DO-377

DO-362

C2 Link Systems MASPS MASPS Rev A.

C2 standardization effort is for
|nl|:|rrtrr|Ea|Jm purp-ns“e-';‘alsﬁgmn
may be s 5

Eq.IPS ﬁrﬁrﬁd a5 8n
acceptable MOC in D0-377A

MASPS Rev B.

TOR V11, 32021

TOR Vi1, 32021

1CAC
DCIWG | WG-

ICAQ
DCIWG f WG-M

Doc. 9896 Ed.2

Doc. 9896 Ed.3

Annex 10, Vol 1
Annex 10, Vol

Doc. 10090
Doc. 10094
Doc. 10095
Doc. 10145
Doc, 9776
Doc. 9680

Legend:

2 2 T T ——
| mops C2 Link Systems MOPS (Terrestrial) Rev A. * Rev B. 5

IPS TM/GM

IPS Technical Manual and Guidance Material

Security Services for Aeronautical Communications

Secure Dialog Service Tech Manual / ConOps | Guidance X

DTLS selected in lieu of sDS for IPS;
sDS for 051 only.

proposed

Ed.3

Amvanced

SARPS

Coordination with ICAD
GRAIN recommendad

Ed 1
Uinedited

Coordination with ICAD
TFSG DIWG

Egiﬂﬂﬂ]le ¥ Meeting ‘gﬂ;tmng

Enim
Belwverable

Time Now

Complete
Job Card CP-DCIWG.008.03
Job Card CP-DCIWG.008.03
Job Card CP-DCIWG.007.04
Job Cand CP-DCIWG.007.04
Job Card CP-DCIWG.007.04
Job Card CP-DCIWG.007.04

Planned

In-progress
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