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[bookmark: _Toc528134995][bookmark: _Toc6230545] Placeholder for numbering
This section is a placeholder to ensure that all numbering matches the master 858 document. Upon merge this section can be safely deleted.
[bookmark: _Toc6230546]Placeholder for Numbering
This section is a placeholder to ensure that all numbering matches the master 858 document. Upon merge this section can be safely deleted.
[bookmark: _Toc6230547]Placeholder for numbering
This section is a placeholder to ensure that all numbering matches the master 858 document. Upon merge this section can be safely deleted.
[bookmark: _Toc6230548]SECURITY 	Comment by Warns, Timo: For discussion:
At the moment, the section mixes general ATN/IPS security discussions with specifics that are the core of the standard. For example, Section 1.5.1 describes a security function that is not in scope of the present standard. This may be confusing for a reader. I suggest to segregate these aspects. 
Chapter 4 may focus on the security design and functions that are  specific for the ATN/IPS router system.
An appendix may explain the context / overall ATN/IPS security architecture (incl. descriptions on security perimeter, environment, and assumptions on other existing security functions).
Note: Mike Olive [HON] Proposes keeping this section.
Note: Timo Warns Proposes keeping this section.
[bookmark: _Toc528134996][bookmark: _Toc6230549]Introduction
Note: Mike Olive [HON] Proposes keeping this section.
Note: Timo Warns Proposes keeping this section.
This section should not supersede the overall ICAO security definition for IPS. Security in this standard should be for avionics implementation only.
Objective: for implementers, being able to integrate IPS security needs in their system architecture security definition.

[bookmark: _Toc528134997][bookmark: _Toc6230550] Security scope	Comment by Jonathan Graefe (Collins IMS): Mike Olive (HON) Proposes to move this section to Section 2 or Appendix A
Note: Mike Olive [HON] Proposes keeping this section
Note: Timo Warns Proposes renaming this section Security Architecture Overview
This section describes the security scope for the airborne ATN/IPS Router System by identifying its security perimeter and the security environment.
The asset considered here is the ATN/IPS Router System.	Comment by Warns, Timo: The document provides no risk assessment. As such, there is no need for identifying assets. I suggest to remove the sentence.
This standard focusses on the security measures only for the airborne Core IPS system within theATN/IPS Route System avionics systems environment. Other security measures , e.g. hosted by other avionics systems, are providedmay be given for information only. 
The following figure gives an overview of the global architecture 	Comment by Ison: Suggest adding something like: “In the ATN/IPS Security Architecture, there are both radio level security mechanisms and application level mechanisms.  Application level security provides an end-to-end security mechanism, from the aircraft to the ground system. Radio level security just provides security over the air-to-ground link.  Both are shown in the figure. The scope of this document is to cover application level security; radio level security is covered in ARINC documents specific for the particular radio links.”
 of the IPS system.airborne ATN/IPS Router System in context of the global ATN/IPS architecture.






In the global architecture, the ATN/IPS Router System is an entry point to the aircraft as it provides data from the external origin to the Aircraft Control Domain and other sub-systemsan external origin to AOC and ATC applications (incl. native IPv6 applications). The IPS system accesses various external entities via multiple air-ground links. Data from the various air-ground links may be directly connected to the IPS Systems or may flow to IPS system via an intermediate system such as aircraft local network.  In this case, IPS system cannot support itself for all of the security objectives.

The IPS SystemIt has logical interfaces with different aircraft-external entities via multiple air-ground links. These logical interfaces are implemented via physical interfaces to one or more radio systems implementing the air-ground links. These radio systems may be directly connected to the ATN/IPS Router System (e.g. via A429 interfaces) or may be connected to the ATN/IPS Router System via an airborne local network (e.g. via an A664 network). In this case, IPS system cannot support itself for all of the security objectives.	Comment by Warns, Timo: I suggest to remove as this is always the case (e.g. consider data loading threats).
Legacy systems like an ACARS router are not considered in this standard.

[bookmark: _Toc6230551][bookmark: _Toc528134998]IPS System Security Mechanisms
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230552]Data-Plane Security
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230553]DTLS (TBC)
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230554]SDS (TBC)
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230555]Control-plane Security
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230556]DTLS
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230557]Transport/Network Layer Security (???)
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230558]Network Filtering and Rate Limitation
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230559][bookmark: _GoBack]IPv6 Packet Filtering
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230560]Rate Limitation
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230561]Link Layer Security
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230562]Data Flow Segregation
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230563]IPS Security Support Functions
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230564]Key/Certificate Mangement
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230565]Key Descriptions
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230566]Initial Key Generation
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230567]Certificate Requests
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230568]Tryst Anchor Distribution
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230569]CRL Update
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230570]ETc.
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230571]Data Loading Security	Comment by Jonathan Graefe (Collins IMS): Mike Olive [HON] suggests moving this material to section  4.5
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230572]Security Audit / Logging
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230573]Security Configuration and Customization
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230574]Security Design and Implementation Guidance
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230575]Security Assurance
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
The IPS system shall be developed according to ED-202A/DO-326A (AIRWORTHINESS SECURITY PROCESS SPECIFICATION) document.
This process adds data requirements and compliance objectives, as organized by generic activities for system development and certification, to handle the threat of unauthorized interaction to system safety and is intended to be used in conjunction with other applicable guidance material, including ED-79A / SAE ARP4754A, ED-135/ SAE ARP4761, ED-12C / DO-178C, and ED-80 / DO-254 and related to the EASA and FAA certification advisory materials.

[bookmark: _Toc6230576]Design for Cryptographic Agility
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230577]Design for Geo-restriction Accommodation
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230578]Design for Tamper Resistance
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230579]Manual Crew Disable Switch
Note: Mike Olive [HON] Proposes adding this section and moving relevant materials here.
1.1 [bookmark: _Toc5029918]Secure Multi-link	Comment by Leonardon, Laurent: Define a secure solution to detect link unavailable	Comment by Dlouhy, Ron (RDLOUHY): Agree that detecting link availability is needed functionality but don’t see how it belongs in the security section	Comment by Ison: Suggest adding for now: “Editor’s note: This section will cover the security of the multilink signaling mechanisms.”
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
Comment  from MSN : Remove section 1.4: Each link will be layer 2 and if needed will be secure individually 
1.2 [bookmark: _Toc5029919]Secure Mobility	Comment by Ison: Suggest adding for now: “Editor’s note: This section will cover the security of the mobility signaling mechanisms.”
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
Comment  from MSN : Remove section 1.5 this will be cover elsewhere and not much to do in the box level requirement
TBD
1.3 [bookmark: _Toc5029920][bookmark: _Toc6230582]Air-Ground secure channel	Comment by Ison: Suggest: “End-to-end Application Level Security”. Air-ground security could imply the radio link security.
1.4 DTLS (TBC)
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

DTLS is an enhancement on TLS for secure UDP connections.  The DTLS Protocol is recorded in RFC 6347.

There are 6 flights to a DTLS login, shown below.	Comment by Ison: Do we need this level of detail here – it’s just repeating RFC6347?

[image: ]
Figure 1‑1 – DTLS Login Flights

During the initial rollout of IPS the TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384, and TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 methods will be used. SHA256 is intended for legacy systems while SHA384 will be the main requirement.  To facilitate maximizing the utilization of packets, the Deflate compression option already built into DTLS will be used.	Comment by Ison: Why are we proposing 2 algorithm suites? This will cause migration & interop problems. There are no legacy IPS systems, so should we just chose one suite?

	Field
	Value

	Keys
	ECDSA

	Diffie Hellman
	ECDHE

	Elliptic Curve
	secp256r1, secp384r1

	Encryption
	AES 128 GCM, AES 256 GCM

	Hash
	SHA 256 or SHA 384

	Compression
	Deflate



Table 1‑1 – DTLS Session Parameters
[bookmark: _Toc5029922]Differ-Hellman

The Elliptic Curve Diffie-Hellman Ephemeral key generation function allows for dynamic negotiation of Diffie-Hellman parameters at the time of authentication.  Diffie-Hellman is a secured key generation scheme that allows each participant in a communication channel to generate the same master secret key without sending the actual key over an insecure link. This is done by exchanging a Pre-Master secret key that will guide the other participant in the communication channel to calculate a Master-Secret Key. The Elliptic Curve Diffie-Hellman Ephemeral key (ECDHE) is generated along the Elliptic curve specified during the DTLS authentication. For a more in-depth discussion on the protocol please reference RFC-4492 Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS).
[bookmark: _Toc5029923]Elliptic Curves

To simplify the authentication exchange and session key generation a named pre-configured elliptic curve generally accepted by the security community will be used.  The curves supported will be secp256r1 (for legacy systems) and secp384r1 (the primary requirement).
[bookmark: _Toc5029924]Encryption

AES 256 or AES 128 both with GCM mode will be used for encrypting all message traffic on UDP port 5908 after authentication is complete and during any key or session maintenance operations.  All other traffic on this and all other ports will be sent unencrypted; however a Message Integrity Code (MIC) will be generated to ensure the message was not tampered with while in transit.	Comment by Ison: Choose one?

[bookmark: _Toc5029925]Authentication
The first step for an IPS aircraft communicating with any entity is to authenticate with the IPS peer entity. Authentication is initiated by the aircraft. DTLS will be implemented for authentication in order to protect the subnetwork that is being used.  
The exchange of certificates in DER format while efficient, will likely lead to multiple fragments to be transmitted across the communications media, especially when the media has a small MTU size.	Comment by Leonardon, Laurent: Comment fron NSM : Remove the paragraph mentioned the fragmentation, any link will have to 
to do fragmentation for X.509 DER certificate regardless.

[bookmark: _Toc531011393][bookmark: _Toc5029926]Post Authentication Message	Comment by Dlouhy, Ron (RDLOUHY): Would like to have this included	Comment by Ison: If needed, should we call this the Registration message? Generally best to name by purpose, e.g. Registration as registering IP address for tail number, rather than when it occurs.
In order to provide IPS with enough random values to ensure data integrity and to allow IPS to ATN/OSI and ACARS translations, additional pieces of information must be exchanged between the aircraft and the peer entity. This additional information is carried in the post-authentication message, the content is shown below.

	Field Name
	Length in Bytes
	Reason for exchange

	Aircraft Fixed 
Nomadic IP Address
	16 Bytes 
length of an IPv6 address
	Peer entity needs IPv6 address to exchange IPS information. This is especially true when logon is via AVLC.

	Aircraft ATN/OSI Address
	20 Bytes
	Gateway needs this for ATN translation

	Length in Bytes
	1 Byte
	Contains the Tail number length (1st nibble) and Flight ID length (2nd nibble), both can be variable. This allows for 0 to 15 characters in both

	Tail Number
	Variable – but must match the tail # length value in the Length in Bytes field (1st nibble)
	Tail numbers are needed for ACARS conversions.

	Flight ID
	Variable – but must match the flight ID length value in the Length in Bytes field (2nd nibble)
	Flight ID is required for ACARS Conversions.

	Random Message number for downlinks	Comment by Ison: Would this be better called “Initial Sequence Number for downlinks?”
	6 Bytes
	Random message number for MIC generation. The value will be the sequence value for this message. Each additional transmitted message from this point will increment the value by 1. Value rolls over when necessary from 0xFF FF FF FF FF FF to 0x00 00 00 00 00 00.






[bookmark: _Toc6230583]Secure Dialog Service
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc5029928]Cryptography 	Comment by Leonardon, Laurent: The group has to define if the cryptographic storage is in or out of the IPS system.
The sections below will not be relevant for this standard in case of PKI management is outside of IPS system. Furthermore, in or out IPS system for the PKI, should this section be have its own standard like datalink?
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230585]Cryptographic Key Mangement
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230586]The key management shall rely on ATA Spec 42/A842 standard.

[bookmark: _Toc5029930]Initial Key generation for IPS system

 Certificate request for IPS system

[bookmark: _Toc5029932]Upload Public Root CA Certificate for IPS system

[bookmark: _Toc5029933]CRL update for IPS system
Comment from MSN : Rename to Certificate and Certificate path validation. Updating CRL for IPS System may be applicable to the ground but for the aircraft it will not be possible and will need to be validated using OCSP and/or SCVP. This section need to be divided into multiple sub section,It should incorporate OCSP Stapling and SCVP Ground server CRL update and publication cycle

[bookmark: _Toc5029934]Key description
[bookmark: _Toc5029935]ECDSA Keys	Comment by Ison: Suggest naming by purpose rather than cryptographic algorithm. Could be “Application Security Keys” or “Application Security Certificates”
Each aircraft will receive public certificates and private keys. 
To minimize the size of the public keys, they will be encoded in X.509 certificate DER format.  The private keys are never transmitted in an authentication exchange.  Each key’s valid dates will correspond with existing contract dates plus a grace period if applicable between the airline and the primary service provider.

Comment from MSN : Add the section 1.7.2.3, Certificate Type, Only supporting EV type certifiate will be beneficial which can  be detail on the follow on section.

[bookmark: _Toc5029936]X.509 Certificate Parameters

To be defined

[bookmark: _Toc5029937]Cryptographic Agility	Comment by Leonardon, Laurent: May be we can take credit from RFC 7696 document “Guidelines for Cryptographic Algorithm Agility and Selecting Mandatory-to-Implement Algorithms” 
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

[bookmark: _Toc5029938]Geo-restrictions for cryptography	Comment by Leonardon, Laurent: The IPS system should implement the capability to disable the payload encryption during flight. (E.g. disable encryption according to aircraft positioning)
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc6230588]Network Filtering and rate limitation
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
IPv6 filtering specification
Comment from MSN : Propose renaming the 1.8.2 to IP Packet Filtering 
ATN packet Filtering
Comment from MSN : Propose renaming the 1.8.2 to IP Packet Filtering 
Rate limitation specification

[bookmark: _Toc5029943]Input robustness (TBC)	Comment by Leonardon, Laurent: For my stand point it is not security function. More, Security assurance activities during implementation and test to check the robustness.
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
Comment from MSN : I propose removing the section 1.9 through 1.14, they are covered 
elsewhere in the AEEC spec or other spec RTCA or ICAO and not specific to IPS security. nothing specific to IPS. For example secure data loading will be in the aircraft level and it will just make implementation difficult doing it for each components.

[bookmark: _Toc5029944]System Hardening (TBC)
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc5029945]Tamper resistance / Self-protection (TBC)	Comment by Leonardon, Laurent: Same comment as above or do you want specify here a security integrity checker?	Comment by Ison: Suggest adding editor’s note for the purpose of the section “Editor’s Note: this section will describe the need for ATN/IPS equipment to have tamper resistance, to maintain the integrity of its function and to protect its private key material.”
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
Verify the integrity of running SW
Non-bypassibility
[bookmark: _Toc5029946]Data Flow segregation	Comment by Leonardon, Laurent: Should be part of the standard but depending of secure channel design for end to end segregation. 
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
Separate (physical?) interfaces for regular communication and maintenance
[bookmark: _Toc5029947]Manual switch-Off (To be confirmed)	Comment by Leonardon, Laurent: Which will event trigger the crew alert? Which function will be use? Event log?	Comment by Ison: Suggest renaming to “Manual Switch Off in Response to Security Event”. Suggest moving after 1.15, as this would be in response to a security event reported by the Security Monitoring/Audit function”.
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
In accordance with the guidance provided by AC 25.1322-1 the flight crew should be alerted by a security notification in case of security event in the IPS system cause a safety effect on the aircraft.
The IPS system should be integrate a means for that crew are able manually switch off the air/ground communication.

[bookmark: _Toc5029948]Data loading security	Comment by Leonardon, Laurent: The IPS system does not embed the signature checker. Maybe the trustworthy channel between the data loader system and the IPS system will be only design option?
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
Compliance with A835
Trustworthy channel to data loader (airborne or portable)
For this electronic software distribution security will implemented following the standard ARINC 835 (Guidance for Security of Loadable Software Parts Using Digital Signatures)	Comment by Ison: Suggest adding “As the ATN/IPS System implements security functions, its data loading mechanism needs to be secure, in order to ensure that only software from trusted sources can be loaded.”

[bookmark: _Toc5029949]Security Audit Function 	Comment by Ison: Suggest renaming as “Security Monitoring Function”. Audit is only one purpose of Security Monitoring; responding to a security event in real time e.g. manual switch off, may be another.
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
[bookmark: m_-8826933719308264915__Toc3212235]The IPS system should implement monitoring function to ensure that the router continues to be secure. Security notification and security logging of event should be part of the monitoring.

The IPS system shall implement logging function to generate security event in order to provide information for security incident management.
The security logging is not a preventive security measure. Security logging is only for detective electronic interaction in the frame of forensic analysis 
The format of the security logs may comply with section 3 of the ARINC 852 [x] standard.

The IPS system shall securely store the logs (Access control, integrity control).	Comment by Leonardon, Laurent: May be it, the function would be not part of IPS system.
The IPS system shall integrate an export log function to transmit event on ground for live management 
[bookmark: _Toc5029950]Security event specification
This chapter will define all events that the IPS system shall generate.
Authentication error, integrity check failed, Flow rate exceeded …  

[bookmark: _Toc5029951]Security configuration and Customization 	Comment by Leonardon, Laurent: For example we need to define how is it possible to involve the cryptographic algorisms for agility objective 

Security Management
Note: Mike Vanguardia [Boeing] Proposes adding these points to section 4
         Packet Filer Firewall -- The IPS system’s packet filtering firewall configuration should be capable of implementing the following items:
o   Access Control Lists
o   White Lists/ Black Lists
         Source IP
         Destination IP
         Ports/Protocols
o   Rate Limiting
o   Statefulness
o   Ingress/Egress Filtering
o   Policy failure Logging
         Protection of Data at Rest – The IPS system should include provisions to protect data while stored on NVRAM
o   Special consideration should be given to functions/data that support authentication and integrity such as private keys and cryptographic hashes
         Protection of Data in Transit -- The IPS system should include provision to protect data in transit both internal to the system and to external endpoints
         Secure Life Cycle Management
o   As part of development the system shall be analyzed and/or tested to determine if any Common Vulnerabilities and Exposures (CVE) are applicable to the software baseline
o   As part of continued airworthiness, the system shall routinely be analyzed and/or tested to determine if any Common Vulnerabilities and Exposures (CVE) are applicable to the software baseline.
         Security Event Logging and Alerting
o   The System should be capable of logging security relevant data.
o   The system should provide a capability for transferring security logs to an external/offboard system.
o   Logging of security relevant information and events should make use of a recognized industry standard such as ARINC 852.
o   The IPS system should provide provisions for the protection of security event logs on disk to address anti-tamper and integrity concerns
         Dataload
o   The ability of the IPS system to enter a dataload state should be strictly controlled. This should include provisions for incorporating interlocks such as discrete logic (e.g. WoW, Door open). Mechanical Interlock (e.g. Dataload Enable Switch), and/or Arinc 429 Input (e.g. Ground Speed).
o   The IPS system should be capable of validating the integrity of installed or dataloaded software using robust mechanisms such as those using cryptographic methods like digital signatures and/or hashes.
o   Reference A835
         PKI functions
o   Management of keys used by the security-related functions, like SDS, security events secure storage or VPNs (TBD)
o   Airplane/System Private keys should be generated on the airplane and never be exported
o   Cryptographic Key Management
         Keys are sufficiently protected in storage
         Keys are sufficiently protected in transit
         Ability to perform Re-key
         One Time Keys
         Certificate Management
o   Loading of the certificates used by the security-related functions, like SDS, DTLS or VPNs(TBD), certificate revocation functions, …
o   Certificate Update, Replacement, or Deletion
o   Certificate Expiration
o   Certificate Revocation List
o   Certificate Validation/Authentication
o   Mutual Authentication                   - CALLED OUT IN SECTION 4
o   Integrity checks (self-signed, trusted CA)
o   Caching
o   Near Real Time Validation
         Onboard CA
         Offboard CA (OCSP/SVCP)

[bookmark: _Toc6230596]Environment
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

A security environment lists the assumptions about the elements outside the security perimeter that interact with the target of evaluation. For the present context, these elements are the ground networks (incl. radio networks and ground ATN/IPS router systems), and the ATC/AOC datalink endpoints.
The radio interfaces and the ground networks are considered as treat sources. accessible to attackers In this case, attacker from these interfaces can spoor, tamper, disclose information, denial of service and elevate privledges. and, therefore, as threat sources. Interactions on the radio links and with ground networks are subject to spoofing, tampering, repudiation, information disclosure, denial-of-service, and elevation of privileges.
Ground ATC/AOC datalink endpoints are assumed to be trustworthy and to not act as a source of threats.
Threats from other avionics (e.g. from the AISD or PIESD) are beyond the scope of this standard due to being specific for the airframe architecture.
Moreover, legacy systems like ACARS router are not considered in this standard.


[bookmark: _Toc528134999][bookmark: _Toc6230597]Security development	Comment by Warns, Timo: Assurance?
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.
The IPS system shall be developed according to ED-202A/DO-326A (AIRWORTHINESS SECURITY PROCESS SPECIFICATION) document.	Comment by Jonathan Graefe (Collins IMS): Mike Vangardia [Boeing] Good call out. We may also want to reference DO-356A/ED203A
This process adds data requirements and compliance objectives, as organized by generic activities for system development and certification, to handle the threat of unauthorized interaction to system safety and is intended to be used in conjunction with other applicable guidance material, including ED-79A / SAE ARP4754A, ED-135/ SAE ARP4761, ED-12C / DO-178C, and ED-80 / DO-254 and related to the EASA and FAA certification advisory materials.

[bookmark: _Toc528135000][bookmark: _Toc6230598]Security functions
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


[bookmark: _Toc528135001][bookmark: _Toc6230599]Air-Ground Datalink (layer 1-2)
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.
As the radio system is the entry point to the local airborne network, a secure channel between the airborne radio systems and the radio access endpoint on ground will be integrated in order to ensure the authentication and integrity of exchange at datalink level and enforce the defense in depth. 
As the radio interfaces are threat sources for the aircraft, secure channels between the airborne radio systems and the radio access endpoint on ground will be integrated in order to ensure the authenticity and integrity of exchanges at datalink level. 

  	Comment by Jonathan Graefe (Collins IMS): Mike Vangardia [Boeing] Update drawing based on inputs from RTCA	Comment by JGRAEFE: Where is AOC on the right stack.	Comment by JGRAEFE: Consider with combining with image below and showing a link security layer (SIM/DTLS/IPSec) or link security.


These security features are part of existing radio system designs. For VDL, the IPS system architecture will implement directly a DTLS security layer to secure the exchange between the airborne and ground radio system. 	Comment by Warns, Timo: It should be clarified that other standards will describe these security functions (incl. for VDLm2).

  	Comment by JGRAEFE: Where is AOC on right  stack



[bookmark: _Toc528135002][bookmark: _Toc6230600]Datalink Redundancy 	Comment by Warns, Timo: The description in this section is not clear. For example, it is not clear, how DTLS supports datalink redundancy.

What seems missing is a secure detection of an unavailable link. There should be a discussion on what are the security constraints on securely detecting an unavailable (possibly triggering a switch to another link).

For example, consider an implementation that detects unavailable by periodic, unauthenticated ICMP Echo Request / Replies. If an attacker answers Echo Requests but drops all other traffic, link switching may not occur.
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.
The IPS system shall manage multi-link in order to ensure the availability of the connection to the ground. This is done asso to provide better availability and enhance the communication link quality. The IPS system will have the capabilities to switch to another link (VDL2, SATCOM, LDACS …) in case of service loss or degradation of the link. Secure communications entails both encryption of data and authentication of users to the network. The communication services must be available for legitimate aircraft to access at any time.

On the airborne side, the IP version 6 network will manage and utilize the multiple air-ground links to send and receive an application data. As data from a single application data traverses via multiple links and access ground networks, protecting the application data from modification, deletion, and/or injection is necessary. 
An aAdversary may able to configure via metasploit to randomly compromise the ground nodes or stations for launching a class of false data injection attack. These attacks may result in the failure of the core network infrastructure components or control and management planes data that can be lead to misleading the essential information, such as available bandwidth information and packet routing information.  	Comment by Warns, Timo: The standard should not refer to particular attack tools, but relate to the general threat.	Comment by Jonathan Graefe (Collins IMS): Mike Vangardia [Boeing] Need to genericize metasploit. Perhaps change to: "Adversary may be able to utilize widely available exploitation tools and utilize..."
In the IPS system, once ground stations or any entity in networks are compromised, the adversaries could easily manipulate any sensitive information resulting in adverse impacts on the safety and regularity of flights or compromise an of airline’s time and mission sensitive information. To protect the transit data in transit, IPS system should provide the mechanism to protect data. DTLS in transport layer should be utilized to provide the protection. DTLS supports peer authentication, data origin authentication, data integrity, data confidentiality (encryption), and replay protection.	Comment by Jonathan Graefe (Collins IMS): Boeing Comment - Reworded for clarity

In the event that an IPS ground station or network entity were to be compromised, a malicious threat actor could potentially effect the integrity or availability of sensitive ATC or AOC data resulting in safety and/or operational impacts. To mitigate this threat, the IPS system should implement a transport layer security control, such as the Datagram Transport Layer Security (DTLS) protocol, to protect data in transit. DTLS supports peer authentication, data origin authentication, data integrity, data confidentiality (encryption), and replay protection.



[bookmark: _Toc528135003][bookmark: _Toc6230601]Air-Ground Transport level (layer 3-4)

Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.
In order to limit the threat exposure from an attacker on the ground whonetwork that could exploit vulnerabilities of IPS system, security needs to be applied at the air-ground transport level. Moreover, security at the transport layer will could provide flexibility in several domains as:
Security layer for future native IP application.	Comment by Warns, Timo: This depends on the integration of native IP applications.

First, the committee needs to agree on how to integrate native IP applications.
For example, if native applications are exposed via another host, the proposed DTLS scheme may not be appropriate.
Security layer for cryptographic key management  (Certificates, credentials … etc)	Comment by Warns, Timo: The need for this is not fully clear. It strongly depends on the precise approach for cryptographic key management.
Security layer for ATC and AOC applications 	Comment by Warns, Timo: The need is not clear assuming that the applications are protected by sDS.
Authentication to ground mobility service	Comment by Warns, Timo: This needs to be revisited when the mobility solution is more clear.
Security provides the means, forand the protocol establishing mutual authentication between aircraft and ground at the beginning of athe session and negotiation of cryptographic keys to be used during the session. This will provide the mechanism that can be used in protecting data flows between the a pair of aircraft and ground entity. 	Comment by Jonathan Graefe (Collins IMS): Mike Vangardia [Boeing] replace the term keys with "parameters, such as cryptographic cipher suite, keys. and certificates"
The IPS system shall authenticate traffic from the aAirline domain and ANSP domain using state of the art cryptographic algorithms associated to protocol at layer 3-4.	Comment by Jonathan Graefe (Collins IMS): Mike Vangardia [ Boeing]  state of the art should be better defined. Maybe point to specific cipher-suites, algorithms, and hashes, that are being considered for use such as SHA-2, ECC. Or black list those that should not be used such as MD5, SHA1, TLS1.1...


The IPS system shall ensure the integrity and confidentialityof for traffic from Airline domain and ANSP domain using state of the art cryptographic algorithms associated to protocol at layer 3-4.


  	Comment by JGRAEFE: Where is AOC on right stack?



The IPS system should implement the capability to disable the payload encryption during flight. (E.g. disable encryption according to aircraft positioning)	Comment by Jonathan Graefe (Collins IMS): Mike Vangardia [Boeing] IS this base on restrictions of some nation-states for encryption? Maybe good to mention reasoning in commentary.

[bookmark: _Toc528135004][bookmark: _Toc6230602]DTLS implementation
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

[bookmark: _Toc528135005][bookmark: _Toc6230603]Session management
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

There are two modes to consider for the protocol build-up as related to security:

Session establishment message exchange
Session management message exchange
Application message exchange

We have to consider several kind of sessions:
DTLS session between aircraft and ANSP peer to ensure the authentication and integrity of ATC traffic flow.
DTLS session between aircraft and airline peer to ensure authentication, integrity and confidentiality of AOC traffic flow.
DTLS session between aircraft and protocol gateway peer to ensure protocol convergence like ACARS to IPS …

***********************TBD***************************************************


[bookmark: _Toc527992024][bookmark: _Toc527992924][bookmark: _Toc527993823][bookmark: _Toc528135006][bookmark: _Toc6230604]Authentication
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.
The first step for an IPS aircraft communicating with any entity is to authenticate with the IPS peer entity. Authentication is initiated by the aircraft. DTLS will be implemented for authentication in order to protect the subnetwork that is being used.  	Comment by Warns, Timo: How many peer entities do have to be supported by the airborne system?

The exchange of certificates in DER format while efficient, will likely lead to multiple fragments to be transmitted across the communications media, especially when the media has a small MTU size.

[bookmark: _Toc528135007][bookmark: _Toc6230605]IP Based Authentication
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.
IP based communication media is assumed to have a media layer securing method. For this reason and for consistency with all other IPS traffic, DTLS will be transmitted on IP based media to secure Layer 3. 

The transmission of DTLS in IP packet for authentication is illustrated in the following diagram and is detailed further in this document.

[image: ]
Figure 5‑8 – Authentication packet on IP based media

The IPS peer entity will not have any UDP ports other than 5908 with a key tag of 0x0A available for unauthenticated aircraft over IP based media. 

All messages in the authentication sequence will have UDP port 5908 and the first byte of the UDP data field will have a key tag value of 0x0A preceding the authentication data.  During authentication, the IP packet carries the DTLS data in the user data. After the DTLS Logon handshaking is complete the avionics will send a Post Authentication Message with the aircraft’s IP address, tail number and Flight ID and a random sequence number. The peer gateway will respond with a random sequence number. After authentication has been completed, anything on port 5908 with a key tag of 0x0A will be TLS Alert messages.	Comment by Warns, Timo: Which IP address is meant here? What is the relation to mobility?	Comment by Warns, Timo: What are the requirements regarding randomness here? Are there other constraints?

[bookmark: _Toc528135008][bookmark: _Toc6230606]Post Authentication Message
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.
In order to provide IPS with enough random values to ensure data integrity and to allow IPS to ATN/OSI and ACARS translations additional pieces of information must be exchanged between the aircraft and the peer entity. This additional information is carried in the post-authentication message, the content is shown below.

	Field Name
	Length in Bytes
	Reason for exchange

	Aircraft Fixed 
Nomadic IP Address
	16 Bytes 
length of an IPv6 address
	Peer entity needs IPv6 address to exchange IPS information. This is especially true when logon is via AVLC.

	Aircraft ATN/OSI Address
	20 Bytes
	Gateway needs this for ATN translation

	Length in Bytes
	1 Byte
	Contains the Tail number length (1st nibble) and Flight ID length (2nd nibble), both can be variable. This allows for 0 to 15 characters in both

	Tail Number
	Variable – but must match the tail # length value in the Length in Bytes field (1st nibble)
	Tail numbers are needed for ACARS conversions.

	Flight ID
	Variable – but must match the flight ID length value in the Length in Bytes field (2nd nibble)
	Flight ID is required for ACARS Conversions.

	Random Message number for downlinks
	6 Bytes
	Random message number for MIC generation. The value will be the sequence value for this message. Each additional transmitted message from this point will increment the value by 1. Value rolls over when necessary from 0xFF FF FF FF FF FF to 0x00 00 00 00 00 00.




[bookmark: _Toc528135009][bookmark: _Toc6230607]DTLS Login
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

DTLS is an enhancement on TLS for secure UDP connections.  The DTLS Protocol is recorded in RFC 6347.

There are 6 flights to a DTLS login, shown below.

[image: ]
Figure 5‑10 – DTLS Login Flights

During the initial rollout of IPS the TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384, and TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 methods will be used. SHA256 is intended for legacy systems while SHA384 will be the main requirement.  To facilitate maximizing the utilization of packets, the Deflate compression option already built into DTLS will be used.

	Field
	Value

	Keys
	ECDSA

	Diffie Hellman
	ECDHE

	Elliptic Curve
	secp256r1, secp384r1

	Encryption
	AES 128 GCM, AES 256 GCM

	Hash
	SHA 256 or SHA 384

	Compression
	Deflate



Table 5‑2 – DTLS Session Parameters




[bookmark: _Toc528135010][bookmark: _Toc6230608]Air-Ground Application Layer Security.
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

The IPS system shall implement security for ATC and AOC application to ensure Integrity and Confidentiality (optional) services 

These security features could be provided by the following solutions:

The IPS system could implement application layer security. This security provision should support network-level peer authentication, data origin authentication, data integrity, data confidentiality (encryption), and replay protection. Multiple options are available.


  	Comment by JGRAEFE: Where is AOC on the right stack?


However, these features could be provided by the DTLS protocol, this solution allows to implementing security for currentboth applications (ATC and AOC) without AOC application modification. The payload encryption will be enable or not in the DTLS session using null encryption service.	Comment by Warns, Timo: The decision has to be done at ICAO level.

[bookmark: _Toc527992030][bookmark: _Toc527992930][bookmark: _Toc527993829][bookmark: _Toc528135011][bookmark: _Toc6230609]Filtering 	Comment by Warns, Timo: IPv6-specific filtering should also be described.

When the overall design is more clear, the filtering should be described in further detail.
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

The IPS system should allow only authenticated traffic authorized to reduce threat exposure from ground.






An anti-flooding function could be implemented in IPS system to detect  and remediate flooding attacks in order to maintain service for critical safety exchange like flight clearances and trajectory information.

The IPS system should implement IP-based filtering to allow only traffic from/to authorized domain(s).

As datalink communications are driven by standards that mandate specific application functions over specific packet format certified for operation in different safety-domain networks the IPS system should integrate advanced filtering function(s) to inspect and authorize only datalink exchange(s) that respect standard such aslike:
· Aircraft Communications Addressing and Reporting System (ACARS) with ACARS core messaging is defined in ARINC 620 (ARINC, 2014) and ARINC 623 (ARINC, 2005) specifies character-oriented Messages and services such as (D-ATIS, TWIP, METAR, OCL and DCL etc.) 
· Future Air Navigation System (FANS) 1/A+ services standardized by ARINC 622-4 (ARINC, 2001) also use ARINC 620 core messaging,
· Aeronautical Telecommunication Network (ATN), B1 or B2, standardized by. ICAO Doc 9880 (ICAO, 2014), ED-110b, DO-250A/ED-228A. PM-CPDLC, CM, ADS-C applications are defined in this standards.
· Some of the application defined in the SC-206 /WG-76 such FIS (D-RVR, D-VOLMAT, D-OTIS etc…) may also use the IPS and therefore need to be included in the filtering.

· Aircraft Communications Addressing and Reporting System (ACARS) with ACARS core messaging is defined in ARINC 620 (ARINC, 2014) and ARINC 623 (ARINC, 2005) specifies character-oriented Messages and services such as (D-ATIS, TWIP, METAR, OCL and DCL etc..) 
Future Air Navigation System (FANS) 1/A+ services standardized by ARINC 622-4 (ARINC, 2001) also use ARINC 620 core messaging,
Aeronautical Telecommunication Network (ATN), B1 or B2, standardized by. ICAO Doc 9880 (ICAO, 2014), ED-110b, DO-250A/ED-228A. PM-CPDLC, CM, ADS-C applications are defined in this standards.
Some of the application defined in the SC-206 /WG-76 such FIS (D-RVR, D-VOLMAT, D-OTIS etc…) is also used the IPS and needs to include in the filtering.

[bookmark: _Toc528135012][bookmark: _Toc6230610]Monitoring
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

The IPS system should implement monitoring function(s) to ensure that the router continues to be secure. Security notification and security logging of events should be part of the monitoring.
In accordance with the guidance provided by AC 25.1322-1 the flight crew should be alerted by a security notification in case of security event in the IPS system cause a safety effect on the aircraft. 

The IPS system shall implement logging functions to generate security events in order to provide information for security incident management.
The security logging is not a preventive security measure. Security logging is only for detective electronic interactionevent investigation in the frame of forensic analysis 
The format of the security logs may comply with section 3 of the ARINC 852 [x] standard.

The IPS system shall securely store the logs (Access control, integrity control).
The IPS system shall integrate an export log function to transmit transfer the event logs to a maintenance device on ground for live management 

[bookmark: _Toc528135013][bookmark: _Toc6230611]DTLS Error Detection
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

[bookmark: _Toc528135014][bookmark: _Toc6230612]IPS peer entity DTLS/TLS Alert Messages (port 5908 key tag 0x0A)
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

The IPS peer entity will send DTLS/TLS Alert Messages to indicate warnings, and fatal errors during the authentication process (port 5098 key tag 0x0A) for IP based media. Key tag 0x0A for AVLC based media). Aircraft should be able to receive these messages without negative consequences. While it is desirable that the aircraft use these messages to guide the authentication and connection processes, each avionics manufacturer may develop their own methodology. Alert messages will only be sent for messages wherethat header information is intact; otherwise messages busted in RF shouldwill be ignored. The Alert Protocol Message shall be the same as recorded in RFC 5246 and takes the form:

[image: ]

Alert messages will take the form of Warning and Fatal errors. Warnings can be ignored however it would be useful to log or present the error to the operator. While the IPS Peer entity will be able to handle all alert types, the following alert types would be useful to the avionics.

Alert Levels can be one of:

	Alert Level
	Example	Comment by Warns, Timo: The title of the column does not seem to match the content.
	Meaning

	Warning
	0x01
	This is an informational message, and should probably be logged.

	Fatal
	0x02
	There has been an unrecoverable error with the login. Details in Description.


Table 5‑27 - DTLS Alert Levels

Useful Alert Descriptions can be
	Alert Description
	Example	Comment by Warns, Timo: The title of the column does not seem to match the content.

	Meaning

	close_notify
	0x00
	The aircraft or IPS Peer entity would like to close the connection. The IPS Peer entity may send this when the session has been open for 8 hours and requires renegotiation. This may also be sent after key management commands.

	handshake_failure
	0x40
	A general error with the negotiation. Usually fatal and requires a new handshake.

	Unsupported_certificate
	0x43
	The certificate presented is not authorized for use on the ground network for this provider. Fatal message.


Table 5‑28 - DTLS Useful Alert Messages

The following alerts will all be Fatal, however they will never be transmitted to the aircraft. The IPS peer entity log will record the fatal message and associated certificates presented that generated the alerts, as well as any relevant information regarding the failure. Silently recording these fatal messages will prevent Denial of Service attacks against the local provider’s network or the avionics.
	Alert Description
	Example
	Meaning

	Certificate_revoked
	0x44
	The certificate presented exists on a certificate revocation list. Fatal message.

	Certificate_expired
	0x45
	The certificate presented validity dates are outside of the current date. (Either used before validity or after validity). Fatal message.

	Unknown CA
	0x48
	The certificate presented is signed by a CA that is not recognized by this service provider. Fatal message.


Table 5‑29 - DTLS Log only alerts

* If aircraft tries more than 3 times the revoked certificate, then the aircraft should be added to the revoked client list until human interaction can be established.

[bookmark: _Toc528135015][bookmark: _Toc6230613]IPS Peer entity TLS/DTLS/TLS Message Alert Messages (non-authentication)
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Some TLS Alert Messages may be generated after the authentication process.  The alert protocol is the same as described above, using port 5098 key tag of 0x0A.  The following are the anticipated alerts.

	Alert Description
	Example
	Meaning

	bad_record_mac
	0x20
	Message received did not pass the message integrity check. This is often a warning message.

	decompression_failure
	0x30
	Message received could not be decompressed. This is often a warning message.


Table 5‑30 – IPS Peer entity Alert Messages (non-authentication)

[bookmark: _Toc528135016][bookmark: _Toc6230614]Cryptographic Key Management
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

The IPS system implements a secured automated mechanism for certificate management operability and maintainability.	Comment by Warns, Timo: I agree with the basic principle behind. However, it needs more elaboration.

The IPS system should embed crypto engine for keying generation
The IPS system should provide entropy for keying generation.
The IPS system should protect strongly protecter the private Key (Private Key not exportable).
The IPS system should be able to perform cleanup and management of its CA certificate store, by cleaning out expired and/or replaced certificates periodically.
The IPS system should provide a function to generate a certificate signing request and send to the CA or designate.

The IPS system should manage the request to the CA (Certificate Signing Request) it public certificate and CA public Certificate.	Comment by JGRAEFE: Not sure what is being required here. For the Avionics to be able to support certificate signing requests or is it the maintenance/management of its own public certificate and CA Certificate.
Consider above two sentences.
The IPS system should manage the request to the CA (Certificate Signing Request) it public certificate and CA public Certificate.
The IPS system should renew automatically at defining period the keying (e.g. 2 months before keys expiration) 
The IPS ground system should manage the request to Certification Revocation List server.

[bookmark: _Toc528135017][bookmark: _Toc6230615]Key description
[bookmark: _Toc528135018][bookmark: _Toc6230616]ECDSA Keys
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Each aircraft will receive generate its own public certificates and private keys and certificate signing request.  The signed public certificate is used for authentication with the IPS Peer entity(s) and the private key is kept secret with the aircraft.  Each undoes the encryption of the other and must work in pairs to establish and maintain secured connections.	Comment by Warns, Timo: The sentence is misleading. Normally, the private key has to be used for authentication as well.

To minimize the size of the public certificateskeys, they will be encoded in X.509 certificate DER format.  The private keys are never transmitted in an authentication exchange.  Each certificate’skey’s valid dates will correspond with existing contract dates plus a grace period if applicable between the airline and the primary service provider.

In the event that an aircraft key is compromised, the aircraft will have a one-time-use back-up key and certificate that can be used for authentication.  Theis back-up identitykey will only be valid on the primary service provider’s network to facilitate the generation and signing of replacement credentials.upload of replacement keys.  After using a back-up certificate, if new credentialskeys are not generated and signeduploaded the airline must use a maintenance device to manage the identity processdata-load new certificates and keys.  The aAvionics will support a way to replace the existing public keys and certificates using both a physical media and also over the air	Comment by Warns, Timo: I don’t agree with this approach on key management. Also, it limits the ATN/IPS PKI provider to primary service providers, which is not agreed.

[bookmark: _Toc528135019][bookmark: _Toc6230617]X.509 Certificate Parameters for aircraft	Comment by Warns, Timo: Is there a need for considering OID as defined by ICAO Doc 9880 Part IVA?
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Each X.509 certificate has parameters that identify the valid user of the certificate.  Certificates will include the aircraft’s public key, a signed hash using the service provider’s private key, and the following additional information.	Comment by Warns, Timo: What is the scope of such certificates? DTLS or sDS as well?

	Field
	Value
	Example Using South Pacific Delta Airlines Airlines with tail N123456 and Provider A service providerRockwell Collins ARINC North America

	Country Name [AU]:
	2 letter country code of airline host
	PUUS

	State or Province Name
	Full Province or state name of airline host
	JeffersonGeorgia

	Locality Name
	City of airline host
	WindsorAtlanta

	Organization Name
	issuing airline
	South Pacific AirlinesDelta Airlines

	Organizational Unit Name
	ICAO Airline Designator
	RASDAL

	Common Name
	Tail Number.aircraft Type.ICAO_Code.Service

	N12345.A380.RAS.IPSN12345.A380.DAL.IPS

	Email Address []:
	PKI Sponsor E-mail
	PKI@oceanic.comPKI@delta.com

	A challenge password []:
	
	[None][None]

	An optional company name
	
	[None][None]

	Issuer
	Service providers information
	Provider ARockwell Collins ARINC NA

	Validity
	Dates and time period key is valid
	[Contract specific][Contract specific]


Table 5‑3 – X.509 Certificate Parameters for Aircraft 

[bookmark: _Toc528135020][bookmark: _Toc6230618]X.509 Certificate Parameters for non-aircraft	Comment by Warns, Timo: This does not seem to be relevant for PP858.
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


 Maintenance devices may require certificates, which give permission for the generation of Certificate Signing Requests (CSR) for a particular airline and primary service provider. Having cCertificates on the maintenance device(s) would allow that device to make CSRscreate/submit CSRs for one particular airline, and service provider. Devices could then be kept secured to ensure that only authorized personnelople and avionics receive valid certificates thus preventing unauthorized personnelople from installing billable certificates on unauthorized avionics. The Certificate Policy and Certificate Practice Statement will expand on this concept further.

[bookmark: _Toc528135021][bookmark: _Toc6230619]X.509 Certificate List	Comment by Warns, Timo: This does not seem to be relevant for PP858.
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


It shall be the responsibility of each service provider or designate to maintain a service certificatekey directory of X.509 public certificates for all aircraft for which they are the primary service provider. It also shall be the responsibility of each primary service provider to maintain a valid public CA X.509 certificate in DER encoding with all other trusted companion service providers for which a trusted relationship is established.
[bookmark: _Toc528135022][bookmark: _Toc6230620]Service Provider Trusted Relationships	Comment by Warns, Timo: This does not seem to be relevant for PP858.
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


Each service provider shall have the option to enter into roaming agreements with other service providers. These trusted roaming providers shall be called trusted companion service providers. If a companion service provider has a valid trust operating agreement then an exchange of public root CA certificates between providers or the establishing of a trust bridge will allow aircraft to utilize the companion network while in transit. Certificates shall be encoded in DER format.
[bookmark: _Toc528135023][bookmark: _Toc6230621]Aircraft Roaming and Keys	Comment by Warns, Timo: Such a discussion should be made more abstract focusing on the aspects relevant for the airborne system. In essence, the airborne system seems to need to know a set of trusted root certificates.
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections. 
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


It is up to each airline to determine which service providers they wish to allow their aircraft to connect with if any. This is bounded by the trust relationships between service providers. If a set of trusted service providers are desired, the aircraft avionics should be loaded with server certificates for each trusted service provider. The aircraft will then be able to authenticate the IPS Peer entity and the IPS Peer entity will be able to authenticate the aircraft.

By way of example if ADCC provider A and provider BSITA enter into a trusted relationship: Aircraft that hasve provider AADCC as their primary service provider will have the option to roam onto provider B’sthe SITA network, if the aircraft is equipped with provider BSITA’s gateway server certificate. Without this trusted relationship then aircraft will not be able to roam onto the other’s network even if the avionics contained the Provider BSITA certificate. In this case the Provider BSITA IPS Gateway would reject aircraft presenting a certificate signed by Provider AADCC.

Avionics should disable IPS if they do not at a minimum have a CA signedn Aircraft Public Certificate, Aircraft Private Key, Primary Service Provider’s Public Server Certificate and a Primary Service Provider’s CA Certificate(s). Having a Onetime Use key and certificate is highly encouraged to recover aircraft whose keys expired while out of the primary service provider’s area.

Assuming the aircraft is roaming onto another service provider’s network area. The following truth table depicts whether the aircraft will accept or reject the Trusted Companion service provider’s server key.
	          Service Provider Key store


  Aircraft key store
	Has Trusted Companion Public Certificate
	Does not Have Trusted Companion Public Certificate for Aircraft’s Primary Service Provider.

	Has Secondary Service Provider Server Key
	Server Key accepted – Logon continues
	Ground discontinues the connection and may issue a Fatal DTLS Alert message.Ground issues a DTLS Alert message and discontinues the connection.

	Does not have new Service Provider’s server Key
	Aircraft discontinues communication with this service provider.  Aircraft may issue a fatal DTLS Alert message
	Aircraft discontinues communication with this service provider.  Aircraft may issue a Fatal DTLS Alert messageGround issues a DTLS Alert message and discontinues the connection.


Figure 5‑11 - Avionics Login Results Table (Trusted Service Provider)
	         Service Provider Key store


  Aircraft key store
	Has Primary Service Provider Server Public Certificate

	Has primary service provider Server Key
	Server Key accepted – Logon continues

	Does not have primary service provider’s server key
	Misconfigured Aircraft cannot authenticate with Primary Service Provider Aircraft discontinues communication with this service provider.  Aircraft may issue a DTLS Alert messageMisconfigured Aircraft cannot authenticate with Primary Service Provider


Figure 5‑12 - Truth Table Logon Results (Primary Service Provider)
[bookmark: _Toc528135024][bookmark: _Toc6230622]Certificate Revocation List (CRL)
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Each primary service provider shall maintain a certificate revocation list.  Any key generated by the primary service provider that is later compromised, other than by expiration shall be listed in a certificate revocation list until the certificate expires.  This list is to be shared no less than daily with all trusted companion service providers, even if no changes are recorded.  It is recommended that an encrypted method be established for sharing these lists.	Comment by Warns, Timo: This does not seem relevant for PP858.

One time use keys may be distributed to trusted companion service providers as a Certificate Revocation list as well. See Section 5.5.3.5 on one-time use keys for more information.

Online Certificate Status protocol is recommended between trusted service companions but not required. It will be up to each service provider to setup how it wants to interact with other trusted service providers.  OSCP availability does not alleviate the need to publish CRLs to trusted companion service providers.  OSCP is seen as a useful resource but not impervious to outages due to network connectivity issues and server hardware failures.
[bookmark: _Toc528135025][bookmark: _Toc6230623]Diffie-Hellman
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

The Elliptic Curve Diffie-Hellman Ephemeral key generation function allows for dynamic negotiation of Diffie-Hellman parameters at the time of authentication.  Diffie-Hellman is a secured key generation scheme that allows each participant in a communication channel to generate the same master secret key without sending the actual key over an insecure link. This is done by exchanging a Pre-Master secret key that will guide the other participant in the communication channel to calculate a Master-Secret Key. The Elliptic Curve Diffie-Hellman Ephemeral key (ECDHE) is generated along the Elliptic curve specified during the DTLS authentication. For a more in-depth discussion on the protocol please reference RFC-4492 Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS).
[bookmark: _Toc528135026][bookmark: _Toc6230624]Elliptic Curves
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


To simplify the authentication exchange and session key generation a named pre-configured elliptic curve generally accepted by the security community will be used.  The curves supported will be secp256r1 (for legacy systems) and secp384r1 (the primary requirement).
[bookmark: _Toc528135027][bookmark: _Toc6230625]Encryption
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


AES 256 or AES 128 both with GCM mode will be used for encrypting all message traffic on UDP port 5908 after authentication is complete and during any key or session maintenance operations.  All other traffic on this and all other ports will be sent unencrypted; however a Message Integrity Code (MIC) will be generated to ensure the message was not tampered with while in transit.
[bookmark: _Toc528135028][bookmark: _Toc6230626]Hash
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


Initially the hashing function shall be the same for the MIC as that used on the client’s/aircraft’s ECDSA Keys. The Hashing function for MIC generation will be negotiated during the authentication process.  SHA 384 hashing algorithm recommended for MIC generation, with SHA 256 available for legacy aircraft.  All but the last 4 Bytes will be truncated to minimize the length of the hash while maintaining the security value.	Comment by Jonathan Graefe (Collins IMS): Jonathan Graefe [ Collins IMS]: This is similar to the Truncated HMAC function in RFC 4336 Section 3.5

Not sure if we want to make mention of that or bring it into a presentation.	Comment by Warns, Timo: What is the rationale that 32 bit MIC offers a sufficient level of security?	Comment by Jonathan Graefe (Collins IMS): Mike Vangardia [Boeing] Does truncation of the hash lead to a greater potential of hash collisions?

[bookmark: _Toc528135029][bookmark: _Toc6230627]Key Management
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


All Crypto methods have a limited useful life time, the crypto period. It is the time from when they are derived to the point at which computing power becomes sufficient enough to brute force guess the private key in a reasonable amount of time, or a flaw is exposed in the key generation method.

In order to ensure that aircraft can initiate an IPS connection with any trusted provider, keys will need to be managed. 
[bookmark: _Toc528135030][bookmark: _Toc6230628]Key Management Functions	Comment by Warns, Timo: The defined message exchanges imply a key management approach that is not considered acceptable from Airbus security standpoint today. This needs to be further discussed.
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


To facilitate the exchange and security of keys with an aircraft the following port 5908 key tag selectors have been defined for key management. All key tag values of 0x3X will use the encrypted connection negotiated upon DTLS logon.

	Key Tag
	Meaning

	0x30
	Upload a new Root CA Certificate	Comment by Warns, Timo: I strongly recommend to consider updating a root CA certificate as a maintenance action (e.g. as an act of data loading).

	0x31
	Generate a new aircraft private keyUpload a new Aircraft Private key	Comment by Warns, Timo: Private keys should not be uploaded. Also, this seems to be in conflict with Section 1.5.5.

	0x32
	Generate a new aircraft one time use private keyUpload a new Aircraft one time use Private Key

	0x33
	Upload a new signed aircraft public certificateUpload a new Aircraft Certificate

	0x34
	Upload a new signed aircraft public one time use CertificateUpload a new Aircraft one time use Certificate

	0x35
	Upload the primary service provider’s certificate

	0x36
	Upload a secondary service provider’s certificate

	0x37
	Change IP address to:	Comment by Warns, Timo: What is the relation to mobility here?

	0x38
	Reserved - Encrypted

	0x39
	Reserved - Encrypted

	0x3A
	Reserved - Encrypted

	0x3B
	Reserved - Encrypted

	0x3C
	Reserved - Encrypted

	0x3D
	Reserved - Encrypted

	0x3E
	Reserved - Encrypted

	0x3F
	Reserved - Encrypted


Table 5‑5 - Key Management Key Tags
[bookmark: _Toc528135031][bookmark: _Toc6230629]Initial Key installation
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.


Upon manufacture completion, the avionics manufacturer will preload all root certificates for all valid service providers. The Avionics manufacturer will also upon sale load the primary service provider server certificate and work with the primary service provider to install aircraft specific certificates and keys for IPS operation. The IP address shall also be set by the avionic provider at the direction of the primary service provider. The airline may also request the installation of other trusted companion service providers server keys to allow roaming.	Comment by Warns, Timo: I suggest to make the description more abstract, highlighting that the parameters need to be set via data loading, but not describing which precise entities perform which action.

Failing pre-load by the avionics manufacturer or during subsequent lease or sale of an aircraft, it is recommended that avionics have a physical way, to load certificates, IP address configs and keys for IPS. It is recommended that avionics manufactures standardize the process for physical media and configuration files. The physical loading of keys should always be available. It will allow airline to recover aircraft that have been compromised or if certificateskeys expired before returning to the primary service provider’s coverage area.

The Airline can request a new set of certificates (Primary Service Provider Server, Aircraft Certificate, Aircraft Private key, one time use certificate, one time use private key) from the primary service provider, or a new primary service provider at any time via the processes documented in the master certificate policy and service contract. If there is a change in primary service provider the keys must be loaded manually via ground maintenance device. The airline is responsible for maintaining the security of the maintenance device(s) after issue. Compromised keys shall be reported to the primary service provider as soon as possible.

[bookmark: _Toc528135032][bookmark: _Toc6230630]Subsequent Key installation
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Once Avionics are initially loaded with an IP, and signed public cCertificates and keys, further management can be done via the primary service provider’s communication network, as long as the primary service provider remains unchanged. If a change in primary service provider is required, physical configuration of the avionics will be necessary.
[bookmark: _Toc528135033][bookmark: _Toc6230631]Upload a new Root CA Certificate 0x30
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Avionics will be expected to maintain a list of Root CA certificates (the root CA Store) to validate provider certificates. It will be the responsibility of the airline to keep this store up to date. The primary service provider can upload new Root CA certificates as provided by airline host and trusted companion service providers. The UDP port 5908 with key tag of 0x3X will use encryption negotiated upon DTLS logon.

Root CA certificates are trust anchor points. Compromise of a trust anchor has significant financial and legal implications. The service provider should not initiate a RootCA Upload for foreign root certificates without appropriate signed permission and certification that the digital certificates are authentic, genuine and that the airline wants to be able to roam onto that network. The Primary Service Provider may upload updates to its own root certificate at any time, as long as it remains the primary service provider.

Avionics upon receiving a Root CA Certificate will update the root CA store with the incoming certificate. Only one Root CA certificate will be uploaded per instance. It is expected that avionics will replace any root CA certificate previously existing in the Root CA store issued by the same authority with that received. For example a Symantec root certificate with another Symantec root certificate. The avionics should maintain its own Root CA certificate store and remove any expired Root CA Certificates periodically. Uploaded certificates will be in DER format.

Only the primary service provider will be allowed to upload new Root CA certificates over the network.

Aircraft should maintain their DTLS connection with the primary service provider after installing a new Root CA certificate. Upon any new login or refreshing of the connection the current Root CA certificate store will be used to validate any service provider’s authentication certificate(s).  The port 5908 key tag for uploading a new Root Certificate will be 0x30, and will be followed by certificate (upload) or one additional byte (response).

	Service Provider Sends
	Aircraft Sends
	Meaning

	Root Certificate
	0x00
	Certificate accepted and installed.

	Root Certificate
	0x01
	Certificate rejected. – Already have this certificate, invalid, expired, or otherwise.


Table 5‑6 - Upload new Root CA Certificate Return Codes
Only one root certificate should be maintained on the aircraft per CA. Note, it is quite possible for two different service providers to use the same CA. If a new root certificate is loaded, then any previous root certificate for that same CA should be removed and replaced with the incoming root certificate. The return code will remain the same. More information will be included in the primary service provider’s Certificate Practice Statement and Certificate Policy as well as the individual customer contract.
[bookmark: _Toc528135034][bookmark: _Toc6230632]GenerateUpload a new Aircraft Private Key 0x31
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

In the event that the private key expires due to crypto period lifetime or becomes compromised via other means, the service provider can cause a new private key to be generated by the avionics upload a new Private Key via the encrypted connection, using a port 5908 key tag of 0x31. It is expected that the primary service provider or airline would upload a signed change the private key, and public certificate in the same session (RF or Maintenance device). The IP address and Primary Service Provider’s key can be changed as well if necessary.

Aircraft should maintain their DTLS connection with the service provider after installing generating a new private key. Upon any new login or refreshing of the connection the new private key will be used, until that time the old private key and certificate should be used. The generateUpload a new Aircraft Private Key will have a port 5908 key tag of 0x31, and be followed by the private key (upload) or one additional byte (response).


	Service Provider Sends
	Aircraft Responds
	Meaning

	Null (no bytes beyond the key tag)Aircraft Private Key
	Certificate Signing Request0x00
	New Private Key generated and CSR exported for signing.New Private Key accepted and installed

	Null (no bytes beyond the key tag)Aircraft Private Key
	0x01
	New Private Key generation request rejected.New Private Key rejected. 


Table 5‑7 - Upload new Aircraft Private Key return codes

[bookmark: _Toc528135035][bookmark: _Toc6230633]GenerateUpload a new Aircraft one time use Private Key 0x32
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

In the event that the onetime use key expires due to crypto period lifetime, becomes compromised via other means, or is used, the service provider can causeupload a new one time use private key to be generated by the avionics via the encrypted connection, using port 5908 key tag 0x32. It is expected that the service provider would changesign and uplaod the onetime use private key, and one time use public Certificate in the same DTLS session. The IP address and Primary Service Provider’s key can be changed as well if necessary.

Aircraft should maintain their DTLS connection with the service provider after generating installing a new one time use private key. Upon any new login or refreshing of the connection the new private key (if available) will be used. The onetime use private key will expire upon the first successful logon with that key to the primary service provider; it must be changed at that time upon direction. The generateUpload a new Aircraft private one time use key function will have a port 5908 key tag of 0x32, and be followed by the Public certificate CSRprivate key (upload) or one additional byte (response).


	Service Provider Sends
	Aircraft Responds
	Meaning

	Aircraft One Time Use Private Key
	Certificate Signing Request0x00
	New one-time use Private Key generated and CSR exported for signing.New One Time Use Private Key accepted and installed

	Aircraft One Time Use Private Key
	0x01
	New One Time Use Private Key generation request rejected. 


Table 5‑8 - Upload new Aircraft Private One time Use Key return codes

[bookmark: _Toc528135036][bookmark: _Toc6230634]Upload a new Aircraft Certificate 0x33
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Each aAircraft will be equipped with a digital public certificate, used for authentication with the primary service provider and all trusted companion service providers. Uploaded certificates will be in DER format. The corresponding private key will be maintained by the aircrafaircraft and should not be exportablet and primary service provider.

Aircraft certificates will be signed by the primary service provider or designate. See Section 5.3.5 ECDSA Keys for more information. The Aircraft Certificate will be transmitted over an encrypted channel negotiated at DTLS logon.

Aircraft should maintain their DTLS connection with the service provider after installing a new aircraft certificate using the old certificate if necessary until a new connection is established. The port 5908 key tag of 0x33 will be followed by the signed an aAircraft public cCertificate when sent by the primary service provider or designate. The aircraft will use the same port 5908 key tag of 0x33 to send a one byte return code indicating success or failure.

	Service Provider Sends
	Aircraft Responds
	Meaning

	Aircraft Certificate
	0x00
	New One time use certificate is accepted and installed

	Aircraft Certificate
	0x01
	New One time use certificate is rejected.


Table 5‑9 - Install a new Aircraft Certificate return codes

[bookmark: _Toc528135037][bookmark: _Toc6230635]Upload a new aAircraft one time use cCertificate 0x34
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Each Aircraft will be equipped with a one-time use certificate from its primary service provider. These certificates will be included in CRL lists provided to trusted companion providers, effectively making these certificates one time use only on the primary service provider’s network.  In the event that the aircraft’s primary certificate fails due to expiration or CRL revocation the aircraft can use this one-time use certificatekey on the primary service provider’s network. The one time use certificatekey will expire upon first use. Having a one-time use certificatekey ensures that aircraft will not require physical media in order to replace its service credentialskeys. That is as long as it is connected with the primary service provider. Uploaded one-time use certificates will be in DER format and be via the DTLS encrypted channel negotiated at logon.

Aircraft should maintain their DTLS connection with the service provider after installing a new one time use certificate using the old certificate if necessary. The UDP port 5908 key tag of 0x34 will be followed by a one-time use certificate in DER format when sent by the Service Provider. The aircraft will use the port 5908 key tag of 0x34 and one additional byte to indicate success or failure.  

	Service Provider Sends
	Aircraft Responds
	Meaning

	Aircraft One time use Certificate
	0x00
	New One time use certificate is accepted and installed

	Aircraft One time use Certificate
	0x01
	New One time use certificate is rejected. 


Table 5‑10 - Upload a new Aircraft one-time-use Cert return codes
[bookmark: _Toc528135038][bookmark: _Toc6230636]Upload the primary service provider’s certificate 0x35
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Part of the security system of the avionics is being able to recognize the primary service provider. When the aircraft is logged into the primary service provider via DTLS, then additional features will be unlocked to allow the primary service provider to maintain the keys, certificates and IP address of the aircraft. If the service provider certificate received during the DTLS logon does not match that of Primary Service Provider’s, then the port 5908 key tags of 0x3X will be restricted from access. There will be only one primary service provider certificate within the avionics at any one time.

In the event that the primary service provider’s server’s certificate needs to change, perhaps due to nearing certificate expiration or crypto period expiry due to algorithm compromise.

Aircraft should maintain their DTLS connection with the service provider after installing a new primary service provider certificate until a re-authentication or new login is needed or requested. The port 5908 key tag of 0x35 will be followed by the Primary Service Provider’s Certificate when sent by the Primary Service Provider. The aircraft will use a port 5908 key tag of 0x35 followed by one additional byte to indicate success or failure.

	Service Provider Sends
	Aircraft Responds
	Meaning

	Primary Service Provider’s Certificate
	0x00
	New Primary Service Provider’s certificate is Accepted and installed

	Primary Service Provider’s Certificate
	0x01
	New Primary Service Provider’s Certificate is rejected.


Table 5‑11 - Primary Service Provider Key upload return codes
[bookmark: _Toc528135039][bookmark: _Toc6230637]Upload a secondary Service Provider’s Certificate 0x36
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.
Airlines often times contract with many service providers in order to have service if the primary service provider is not available.  The primary service provider could upload via RF the secondary service provider’s certificates; this is to limit who is authorized to update certificates over RF. Secondary Service provider certificate upload is limited to the customer agreement, Certificate Practice Statement and Certificate Policy, each service provider is free to develop their own policies as long as they meet or exceed the minimum standards outlined in the Master Certificate Policy.

Avionics upon receiving a secondary provider Certificate will update the secondary provider store with the incoming certificate. Only one secondary provider certificate will be uploaded per instance. It is expected that avionics will replace any secondary provider certificate previously existing in the secondary provider store issued by the same authority with that received. For example a SITA Provider Bprovider certificate with another Provider Ber SITA provider certificate. The avionics should maintain its own secondary provider certificate store and remove any expired secondary provider certificates periodically. There may be many secondary service providers’ certificates in this store.  Uploaded certificates will be in DER format.

Only the primary service provider will be allowed to upload new secondary provider certificates over the network. Airlines will be able to load them using on-ground avionics maintenance devices.

Aircraft should maintain their DTLS connection with the primary service provider after installing a new secondary provider certificates. Upon any new login or refreshing of the connection the current Secondary provider certificate store will be used to validate any trusted companion service provider’s authentication certificate(s).  The port 5908 key tag for uploading a new secondary provider certificate will be 0x36, and will be followed by certificate (upload) or one additional byte (response).

	Service Provider Sends
	Aircraft RespondsSends
	Meaning

	Root Certificate
	0x00
	Certificate accepted and installed.

	Root Certificate
	0x01
	Certificate rejected. – Already have this certificate, invalid, expired, or otherwise.


Table 5‑12 - Upload new Secondary Provider Certificate Return Codes
[bookmark: _Toc528135040][bookmark: _Toc6230638]Change the Global Fixed IP address 0x37
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

The primary service provider should assign an IP address to each aircraft under contract. This should be coordinated with IANA and be updated along with a new Aircraft Certificate, service provider key, aircraft secret key. The IP address should be changed via an encrypted connection negotiated at DTLS logon to the primary service provider.

Note: This specific command is only meant to be used infrequently due to a sale of an Aircraft or other major event.


Aircraft should maintain their DTLS connection with the service provider after installing a new IP address until a re-authentication or new login is needed or requested. The old IP address should be used until a new session is established. The port 5908 key tag of 0x37 will be followed by the new IP address when sent by the service provider. The aircraft will use a port 5908 key tag of 0x37 followed by one additional byte to indicate success or failure.

	Service Provider Sends
	Aircraft Responds
	Meaning

	New IP address
	0x00
	New Aircraft IP is accepted and installed.

	New IP address
	0x01
	New Aircraft IP is rejected.


Table 5‑13 - Change IP address return codes
[bookmark: _Toc528135041][bookmark: _Toc6230639]Function of the One Time Private Key and Certificate
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

The Aircraft’s One time use Key and Certificate are meant to be a failsafe mechanism to prevent aircraft from needing hands on maintenance in the event that an aircraft’s key, certificate, or both become expired or compromised. It is intended that the one time use key will only be usable on the Primary Service provider’s network. This will be enforced by adding the one-time use certificate to the Certificate Revocation List (CRL) and Online Certificate Status Protocol (OCSP) shared with trusted companion service providers.

Each Primary Service Provider will need to keep two CRLs one of one-time use keys and the other of revoked certificates - other than by expiry. Primary service providers should accept logons via one-time use keys, but the detection of that key should trigger an immediate upload of a new aircraft primary key and certificate as well as one-time use Key and Certificate.

To emphasize, one-time use certificates and keys will only be usable on the primary service provider’s network and then only once. They will be treated as revoked certificates on trusted companion service provider networks. Untrusted companion service providers will see them as invalid certificates.
[bookmark: _Toc528135042][bookmark: _Toc6230640]Key Maintenance Operations Packet Format
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

Key maintenance operations are available for the primary service provider only. The DTLS Header and payload is encrypted to protect the keys and certificates while in transit.  The key management packet shall look like:


[image: ]
Figure 5‑21 - Key Management Command format

In this example the primary service provider is sending up a new aircraft primary certificate for use on all new connections. 

The response to a Key Management command shall use the DTLS Header and a response code usually 0x00 or 0x01 to indicate success or failure of the key command respectively. Please review each key management command for appropriate response codes.


[image: ]
Figure 5‑22 - Key Management Response format

[bookmark: _Toc527992064][bookmark: _Toc527992964][bookmark: _Toc527993863][bookmark: _Toc527992065][bookmark: _Toc527992965][bookmark: _Toc527993864][bookmark: _Toc527992067][bookmark: _Toc527992967][bookmark: _Toc527993866][bookmark: _Toc527992069][bookmark: _Toc527992969][bookmark: _Toc527993868][bookmark: _Toc527992070][bookmark: _Toc527992970][bookmark: _Toc527993869][bookmark: _Toc528135043][bookmark: _Toc6230641]IPS Mobility
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.
To be defined

[bookmark: _Toc528135044][bookmark: _Toc6230642]Maintenance
Note: Mike Olive [HON] Proposes removing this section and moving relevant materials to remaining sections.
Note: Timo Warns [Airbus] Proposes removing this section and moving relevant materials to remaining sections.

The IPS system shall be configurable and customizable. For this electronic software distribution security will implemented following the standard ARINC 835 (Guidance for Security of Loadable Software Parts Using Digital Signatures)
ARINC PROJECT PAPER 858 – Page 40
4.0. SECURITY
ARINC PROJECT PAPER 858 – Page 39
4.0 SECURITY






[bookmark: _Toc527992873][bookmark: _Toc527993773][bookmark: _Toc527994672]Security
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
Note: The use of Appendix A here does not necessarily mean that this materials will be Appendix A in the final 858 document.
This section describes the security scope for the airborne ATN/IPS Router System by identifying its security perimeter and the security environment.
This standard focusses on the security measures for the airborne ATN/IPS Route System. Other security measures, e.g. hosted by other avionics, may be given for information.
A security environment lists the assumptions about the elements outside the security perimeter that interact with the target of evaluation. For the present context, these elements are the ground networks (incl. radio networks and ground ATN/IPS router systems), and the ATC/AOC datalink endpoints.
The radio interfaces and the ground networks are considered accessible to attackers and, therefore, as threat sources. Interactions on the radio links and with ground networks are subject to spoofing, tampering, repudiation, information disclosure, denial-of-service, and elevation of privileges.
Ground ATC/AOC datalink endpoints are assumed to be trustworthy and to not act as a source of threats.
Threats from other avionics (e.g. from the AISD or PIESD) are beyond the scope of this standard due to being specific for the airframe architecture.


Security Perimeter and Environment
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

· No direct attacks from authorized personnel
· MROs, crew, … follow approved procedures
· In the A/C, equipment is located in an area only accessible to authorized personnel
· No attacks from avionics with higher trust level than ATN/IPS system
· …

 Assumptions
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

Air-Ground Radio Link
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

[bookmark: _Toc5029956]Secure Communication Channel	Comment by Leonardon, Laurent: We need to explain in this chapter which protocol we will use for the basic solution and which protocol will be used for the communication link needing others security layer like VDLm2.
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

The airborne radio systems and the ground radio stations are assumed to use secure channels that have the following properties.
· When the airborne radio system and a ground radio station establish a connection, the radio system authenticates the ground radio station use state-of-the-art cryptographic algorithms. That is, as a prerequisite for a connection, the ground radio station proves its identity to the airborne radio system.
· When the airborne radio system receives a message via the radio, it authenticates the origin of the message using state-of-the-art cryptographic algorithms. That is, it shall validate that the message was indeed sent by the ground radio station.
· When the airborne radio system receives a message via the radio, it checks the integrity of the message using state-of-the-art cryptographic algorithms. That is, it shall validate that the message was not modified after being sent.
· When the airborne radio system receives a message via the radio, it checks the timeliness of the message, that is, it shall reject the message if it has been handled already (i.e., reject replayed/duplicate messages).
· The airborne radio system and the ground radio station may encrypt each message before being sent via the radio.
· 
[bookmark: _Toc5029957]Air-Ground Data link (layer 2)

As the radio interfaces are threat sources for the aircraft, secure channels between the airborne radio systems and the radio access endpoint on ground will be integrated in order to ensure the authenticity and integrity of exchanges at datalink level. 


These security features are part of existing radio system designs. For VDL, the IPS system architecture will implement directly a DTLS security layer to secure the exchange between the airborne and ground radio system. 

 

[bookmark: _Toc5029958]Air-Ground Transport level (layer 3-4)


In order to limit the threat exposure from an attacker on ground network that could exploit vulnerabilities of IPS system, security needs to be applied at the air-ground transport level. Moreover, security at the transport layer could provide flexibility in several domains as:
· Security layer for future native IP application.	Comment by Warns, Timo: This depends on the integration of native IP applications.

First, the committee needs to agree on how to integrate native IP applications.
For example, if native applications are exposed via another host, the proposed DTLS scheme may not be appropriate.
· Security layer for ATC and AOC applications 	Comment by Warns, Timo: The need is not clear assuming that the applications are protected by sDS.
· Authentication to ground mobility service	Comment by Warns, Timo: This needs to be revisited when the mobility solution is more clear.
Security provides the means and the protocol establishing mutual authentication between aircraft and ground at the beginning of the session and negotiation of cryptographic keys to be used during the session. This will provide the mechanism that can be used in protecting data flows between a pair of aircraft and ground entity. 
The IPS system shall authenticate traffic from Airline domain and ANSP domain using state of the art cryptographic algorithms associated to protocol at layer 3-4.
The IPS system shall ensure the integrity and confidentiality for traffic from Airline domain and ANSP domain using state of the art cryptographic algorithms associated to protocol at layer 3-4.

[bookmark: _Toc5029959]Air-Ground Application Layer Security.


The IPS system shall implement security for ATC and AOC application to ensure Integrity and Confidentiality (optional) services 

These security features could be provided by the following solutions:

The IPS system could implement application layer security. This security provision should support network-level peer authentication, data origin authentication, data integrity, data confidentiality (encryption), and replay protection. Multiple options are available.

 
However, these features could be provided by DTLS protocol, this solution allow to implement security for both application (ATC and AOC) without AOC application modification. The payload encryption will be enable or not in the DTLS session using null encryption service.	Comment by Warns, Timo: The decision has to be done at ICAO level.

An anti-flooding function could be implemented in IPS system to detect and remediate flooding attack in order to maintain service for critical safety exchange like flight clearances and trajectory information.




Network Filtering
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

Input Robustness
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

Rate Limitation
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
Airborne Shared Resources (Network and/or Computing)
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

Segregation
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
[bookmark: _Toc5029964]Datalink Applications
[bookmark: _Toc5029965]Air-ground Communication
[bookmark: _Toc5029966]Graceful Degradation
[bookmark: _Toc5029967]Data loading security

· Data Flow Segregation
· Partitioning

Input Robustness
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

Datalink Applications
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

Input Robustness
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

Air-ground communication
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

Graceful Degradation
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

Data loading security
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.
· Data loader performs digital signature checks

[bookmark: _Toc5029968]A/C SECURITY ARCHITECTURE PRINCIPLES	Comment by Leonardon, Laurent: From my standpoint, no need in this standard, Could lead to many discussion with no consensus
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

[Is such a presentation needed in the document?]
[bookmark: _Toc5029969]THREAT MODEL OVERVIEW	Comment by Leonardon, Laurent: Maybe, would be part of the section perimeter and environment
Note: Timo Warns [Airbus] Proposes adding this section and moving relevant materials here.

[Is such a presentation needed in the document?]
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